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SIAGVLERE ADVISORY

New Attacks that target computers equipped
with Trusted Platform Module (TPM) chips

Severity: Critical
Date: August 30, 2018

VULNERABILITY

All modern computers
(Manufactured by Intel, Dell,
Gigabyte, ASUS and others) that
are equipped with Trusted
Platform Module (TPM) Chips on
motherboard, are vulnerable to
these attacks.

REMEDIATION

Kindly check with your computer
vendor for the availability of
BIOS or UEFI firmware updates.

Important:-

Intel and Dell vendors are in the
process of patching their
firmware to take corrective
action against these attacks.
Please stay tuned for further
updates.

IMPACT

Two new attacks target modern computers (Manufactured by Intel, Dell,
Gigabyte, ASUS and others) that are equipped with Trusted Platform
Module (TPM) Chips on motherboard. These two attacks work against
computers which has a TPM chip and uses either Static Root of Trust for
Measurement (SRTM) system or Dynamic Root of Trust for Measurement
(DRTM) system for the boot-up routine. The vulnerability (CVE-2018-6622)
in TPM (that uses SRTM) is due to a design flaw in the TPM 2.0 specification
itself, whereas the vulnerability (CVE-2017-16837) in TPM (that uses DRTM)
is due to flaw in Trusted Boot (or tboot), an open-source library used by the
Intel TXT technology. These two attack requires physical access on the
computer to exploit known vulnerabilities (CVE-2018-6622 &
CVE-2017-16837) and tamper with boot-up routine. This poses a risk of
system level compromise since it allows an attacker with physical access to
tamper with the boot-up routine of the computer system and run malicious
code during the boot-up process which might be difficult to detect or
prevent by Antivirus programs.

READ

* Researchers Detail Two New Attacks on TPM Chips (SIS« X[V (3;!

+ A Bad Dream: Subverting Trusted Platform Module While You Are
Sleeping ﬁuenlx

ASSOCIATION



https://www.bleepingcomputer.com/news/security/researchers-detail-two-new-attacks-on-tpm-chips/
https://www.usenix.org/conference/usenixsecurity18/presentation/han
https://www.usenix.org/conference/usenixsecurity18/presentation/han
https://nvd.nist.gov/vuln/detail/CVE-2018-6622
https://nvd.nist.gov/vuln/detail/CVE-2017-16837
https://nvd.nist.gov/vuln/detail/CVE-2018-6622
https://nvd.nist.gov/vuln/detail/CVE-2017-16837
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A Zero-day Local Privilege Escalation vulnerability found
within ALPC interface of Microsoft Windows task

Severity: Critical
Date: August 31, 2018

IMPACT

This poses a serious risk of
unauthorised access, misuse of
the privileged account, data
exfiltration and allows an
attacker to run malicious code
with elevated privilege.

REMEDIATION

Kindly apply temporary
micro-patch (released by Acros
Security) available for this
vulnerability by downloading and
installing the Opatch Agent client.

Important:

This patch is only available for
Microsoft Windows 10 x64 (Built
version 1803).

We will keep you posted
regarding availability of
micro-patches for other affected
Microsoft Windows Workstation
and Server Products

INTRODUCTION

A Zero-day Local Privilege Escalation vulnerability resides in the ALPC
interface of Microsoft Windows task scheduler, which is widely exploited by
an attacker using available exploit code. On successful exploitation of this
vulnerability would allow the attacker to run malicious code in the context
of a privileged user even if the current logged-in account is using least
privilege.

VULNERABILITY

This vulnerability affected all Microsoft Windows Workstation and Server
Products.

READ

« Exploit Published for Unpatched Flaw in Windows Task Scheduler
BLEEPINGCOMPUTER|

« Temporary Patch Available for Recent Windows Task Scheduler ALPC

Zero-Day

+ Microsoft Windows task scheduler contains a local privilege

escalation vulnerability in the ALPC interface CERT | &



https://www.bleepingcomputer.com/news/security/exploit-published-for-unpatched-flaw-in-windows-task-scheduler/
https://www.bleepingcomputer.com/news/security/temporary-patch-available-for-recent-windows-task-scheduler-alpc-zero-day/
https://www.bleepingcomputer.com/news/security/temporary-patch-available-for-recent-windows-task-scheduler-alpc-zero-day/
https://www.kb.cert.org/vuls/id/906424
https://www.kb.cert.org/vuls/id/906424
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MagentoCore (Magecart) - An Online Payment Card
Skimmer

Severity: High

Date: Sept 4, 2018

IMPACT INTRODUCTION

This poses a serious risk of An active web hacking campaign found deploying MagentoCore (a
payment card data breach and JavaScript-based online Payment Card Skimmer) on store checkout pages
can cause financial loss to the of the E-Commerce websites. MagentoCore secretly records payment card
organizations on a global scale. details entered in payment forms and then sends payment card data onto

the C2 server owned by the attacker.

REMEDIATION THREAT CAPABILITIES

+ MagentoCore is a JavaScript-based online Payment Card Skimmer, which
is intended to collect payment card data entered on E-commerce or bill
payment websites.

* It can cause payment card data breach and financial loss to the

* Ensure Microsoft Windows
Workstations and Servers are
up-to-date with the latest

security patches. organizations on a global scale.

* Ensure Antivirus Signature + Attackers involved in web hacking campaign are able to modify legitimate
Database is up-to-date and Javascript files (to inject malicious code) on the web server of official
Antivirus scan is run on a daily E-commerce or bill payment websites.

or weekly basis.
* Avoid supplying payment card
details on the suspicious/ READ

untrusted websites.
* MagentoCore Malware Found on 7,339 Magento Stores

+ Ensure VBScript execution in 2 = T
Internet Explorer is D_lsable' _ + Compromised E-commerce Sites Lead to “Magecart
* Ensure Macros are Disabled in &
Microsoft Office Product.
* Block IP/Email/Domain INDICATORS OF COMPROMISE
mentioned under Indicators of
Compromise section, on 10C Details

security devices.

217.12.203.110
217.12.202.82

104.238.177.224
108.61.188.71
80.87.205.236



https://www.bleepingcomputer.com/news/security/magentocore-malware-found-on-7-339-magento-stores/
https://www.riskiq.com/blog/labs/magecart-keylogger-injection/
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MagentoCore (Magecart) - An Online Payment Card

Skimmer
Severity: High
Date: Sept 4, 2018

INDICATORS OF COMPROMISE

IP:

10C Type 10C Details

185.25.51.176

IP:

108.61.211.216

IP:

167.114.35.70

IP:

217.12.203.110

IP:

217.12.202.82

IP:

104.238.177.224

IP:

108.61.188.71

IP:

80.87.205.236

Email:

lyudanikolaenkova@gmail.com

Email:

abuse@dataflow.su

Email:

braun.security@yandex.com

Email:

31338@mail.ru

Email:

idealist@exploit.im

Email:

sharajhawks@grr.la

Domain:

jquery-cdn.top

Domain:

docstart.su

Domain:

govfree.pw

Domain:

js-abuse.link

Domain:

cdn-js.link

Domain:

js-abuse.su

Domain:

abuse-js.link

Domain:

angular.club

Domain:

js-stat.su

Domain:

js-save.su

Domain:

mageonline.net

Domain:

js-save.link

Domain:

jscript-cdn.com

Domain:

js-syst.su

Domain:

js-cdn.link

Domain:

js-start.su

Domain:

mage-cdn.link

Domain:

magento-cdn.top
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MagentoCore (Magecart) - An Online Payment Card

Skimmer
Severity: High
Date: Sept 4, 2018

INDICATORS OF COMPROMISE

mod-sj.link

10C Type 10C Details

Domain:

Domain:

mod-js.su

Domain:

js-mod.su

Domain:

js-top.link

Domain:

js-top.su

Domain:

mage-js.link

Domain:

mage-js.su

Domain:

lolfree.pw

Domain:

js-link.su

Domain:

si-mod.link

Domain:

mipss.su

Domain:

js-magic.link

Domain:

js-sucuri.link

Domain:

statdd.su

Domain:

stecker.su

Domain:

truefree.pw

Domain:

syst-sj.link

Domain:

stek-js.link

Domain:

sj-syst.linl(

Domain:

statsdot.eu

Domain:

top-sj.link

Domain:

stat-sj.link
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New variant of Trickbot (a Banking Trojan) found using
a stealthy code injection technique to evade detection
Severity: High

Date: Sept 4, 2018

IMPACT INTRODUCTION

This poses a serious risk of Net A new variant of Trickbot (a Banking Trojan) which uses a stealthy code

Banking credential breach,
Breach of Payment Card Data,
and can disable security
programs.

REMEDIATION

Ensure Microsoft Windows
Workstations and Servers are
up-to-date with latest security
patches.

Ensure Antivirus Signature
Database is up-to-date and
Antivirus scan is run on daily or
weekly basis.

Ensure patches for Microsoft
VBScript Engine Vulnerabilities
(CVE-2018-8373,
CVE-2018-8242,
CVE-2018-8174) are applied on
Windows Platforms.

Ensure VBScript execution in
Internet Explorer is Disable.
Ensure Macros are Disabled in
Microsoft Office Product.

Block IP/Domain/Hashes
mentioned under Indicators of
Compromise section below, on
security devices.

injection technique that performs process hollowing through direct system
calls, anti-analysis techniques and disabling of security tools. This new
variant of Trickbot is being distributed via phishing email containing a Word
document embedded with malicious macros which executes a PowerShell
script that further downloads and deploy Trickbot onto the target system.

THREAT CAPABILITIES

This new variant of Trickbot (a Banking Trojan) uses a stealthy code
injection technique that performs process hollowing through direct
system calls, anti-analysis techniques and disabling of security tools.

It sleeps for 30 seconds to evade sandboxes by calling Sleep(30000). And
then it decrypts its resource using the RSA algorithm. The decrypted
resource is a DLL with an exported function named “shellcode_main”.

It also disables and deletes the Windows Defender service via the
following commands:

exe /c sc stop WinDefend
exe /c sc delete WinDefend
exe /c powershell Set-MpPreference -DisableRealtimeMonitoring $true

The last one being a PowerShell command for disabling Windows
Defender real time monitoring.

READ

+ Latest Version of TrickBot Malware Uses Macro-Enabled Word
Documents to Deliver New Stealth Code Injection E

+ Catest Trickbot Variant has New Tricks Up Its Sleeve

INDICATORS OF COMPROMISE

10C Type 10C Details

| w Jeamasen
| w. Jes0814 0000000000000 |
[ we Jwemzazaze |
| w Jo7asassas |

| Domain: | pizzamusic.ru
| Domain: | shinensharp.com


https://securityintelligence.com/news/latest-version-of-trickbot-malware-uses-macro-enabled-word-documents-to-deliver-new-stealth-code-injection/
https://www.cyberbit.com/blog/endpoint-security/latest-trickbot-variant-has-new-tricks-up-its-sleeve/
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New variant of Trickbot (a Banking Trojan) found using

a stealthy code injection technique to evade detection
Severity: High
Date: Sept 4, 2018

INDICATORS OF COMPROMISE

I0C Type IOC Details

SHA-256:

4a5847a37ef15afcbfeb5988b2863e17fe8c92b9014a0392eb742f422427a64f

SHA-256:

1289d92b203214e655292d598bab826db954919575ed0ada338359¢93666df9a

SHA-256:

d3d89d7330672bf0302021a55ea94de2b57a495684fd73bb05d2eb39b2ee5a5c¢

SHA-256:

cede750b3433fcd0fd2e90d1cc5217862a12b3680b07e9ab767a1f0683bb0786

SHA-256:

60e2bilcba21fac8ef868fbfdcf7bab578ab94cec9180eb250ada8311ff09¢98a

SHA-256:

aef2020534f81bbebec6c9b842b3debfd4fSb55feSaeb3d9e79e16c0a3ff37ab

SHA-256:

a9df07137d849c8c3abf358¢c105ac9d85d19d9ceca9987cf00a9f9852d7fdd5a

SHA-256:

6f92e03683fb127c148cf6f031fbe01a610e2b16c7ea8a7107c06490ffc2a698

SHA-256:

d132b7319382e881d34alebfldcdeale7f27af0f5213d518aa628dbc6ed68326

SHA-256:

53272b6b28ed7558c65081ee77175969337cf43541c53b6267b23b718ff1f5e9

SHA-256:

b195acld7ba3ch8b7a32e0d3725c53b12db2c13e6a297c9301bd47a4d8ce7bc8

SHA-256:

34c10325f8385d06400e649b664e65f848ebd0072c3b646e42203bc0b0e9c402

SHA-256:

657d3aa160af968ce092bbcb8b45f9d0401597dd42aadcfc3e4fe94a47906c8b

SHA-256:

7a23520ae2c90f9dd42293b5f89589balb50b575111cbaebb2edbale6d0394b5¢

SHA-256:

1ab6bd7b5b2ed1845¢c9847722cabdcece876cddcddf0c659a39c2be09485ecdb

SHA-256:

30f399170d7867e654789ffbccdc042d2f1a70d969e573578e3c894c72998795

SHA-256:

6500190bf8253c015700eb071416cbe33alc8f3b84aeb28b7118a6abe96005e3

SHA-256:

af98817065747e64f38d3e950a417eefde323028572471ffa92c3d9efd850fe2

SHA-256:

ccac94d85db9ba8fe123a1576ffedald1ad11bb782ac9b28860584790ec609b3

SHA-256:

c6e180c080aeldcbe565cf2a5be34868b95a60b48999e05ecaac2b50a79ca812

SHA-256:

616d5affaf3c6aa33090263e10fcdc548650caf261fdabee7ecd33aec361565b

SHA-256:

7012d3ccfalbd43aeel1688c1e14375552f1691bb83430bdcfb3dcd0d83738cc5

SHA-256:

0b7684b8bch73d9f427c4e223c1485f4fe314050172676f13750b306821258f7

SHA-256:

1d59840b48b027462f34c56e10618b1al4ae6466f56chbbffaO0708aefde2ae96

SHA-256:

1c81272ffc28b29a82d8313bd74d1c6030c2af1badb165c44dc8eab376679d9f

SHA-256:

461821a5091bf47c071b143e19fa9b40e29839addcccb2babbf784e3aal47a70

SHA-256:

dbc027e7be6119ca343d17b929¢17a7d40af49¢c7c96a32843d21c175ab9cab73

SHA-256:

815da612f51ce226b8ba3d2a85d50cf01519021c82f3bd14e9e985dabbScacc3

SHA-256:

d2cc298a90c6ef939488b53ead12fd3549c3c0414733f6fdaf1762da31ealeS0
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New variant of Trickbot (a Banking Trojan) found using

a stealthy code injection technique to evade detection
Severity: High
Date: Sept 4, 2018

INDICATORS OF COMPROMISE

I0C Type I0C Details

SHA-256:

34d0f663295e00b520c7801a21ec8303a850e04bd075dc3adeb5dcalabbddfee

SHA-256:

adb1f9ac92bac30a5ec3faf91b0b00ef713a1bfb4424bfa155dflac428babal7

SHA-256:

41c5272f89847bf20760957d4e1fdcee874c9dcff9d9d595ee0f65f33d4250a7

SHA-256:

dead0fcd478681419a0dd6a441f5135dbedcc35840eac5e66056aeal3fd4e9ad

SHA-256:

daab430bb5771eaa7af0fbd3417604e8af5f4693099a6393a4dc3b440863bced

SHA-256:

334f5b63431e28c497a31706ab5eb80e144affca88bf25a21dec226b4315e287

SHA-256:

c959a6d9da6474b560796246f76893677665359e7ac502d7af240d88525a4227

SHA-256:

c84f1745adaaf7782e26a58afbd90d15acd35d98478306c5d095d457d47e452f

SHA-256:

5d25293c7213bb2844eee601eb1ab5982ef1e424a89f29583b2387b53b94412d

SHA-256:

09766b5af6cf232eef17248af1fdb9a891277eb708a2cba731493f21aadafd5a

SHA-256:

6ac7e04a8a46dddc0fc28768d2d22597d4efebd327f6f9f9881144bf7a58969b

SHA-256:

dbf66dbbcc35950e4faalc00aef3ad458e78e05b7a0a2c9b8c6d0achf1750ec8e

SHA-256:

116ceac0b3a78216b7e72243564cf9406688aeb139242d9c¢38d9749badae8d01

SHA-256:

ech72fa43415bb17b0d5ec0d00b4b72aabfbe1d944140364534felb6eb93557f

SHA-256:

a9dd3dcafd0248c78dc178731c85d32688edde7ca3ee8a8aSh1c1ab0c9805994

SHA-256:

690306929c91ac9e63af8fc38abab3e55d3dfa5e04e679c45760e1dfffaae820

SHA-256:

c54c2b0ad4c201963ab86d2d75bf86484e622dace776acf36efb217cdaedf723b

SHA-256:

24a01d9988c3e8aae22dcb8dbc346cb602de05d30ad9eb5bce85df8d1061c616

SHA-256:

b1088f8eaf13ee07d206c7dbb85dff9784e6199e57eadb1626c9b60812f20ff8

SHA-256:

5100285184e9e7128c230fd41a26b04ca009863d7398ff76080a9fda38dd1517

SHA-256:

59b1b7e07e0fa965c9654718fc0d822b3370eb4938abdf9c993d304c3a95f112

SHA-256:

974452924563703f8b6c83e156bc46d87c¢35892dc33¢c2020f19ec4129cafc2e3

SHA-256:

720c1f286303887020062509221480033db5a6db8715c024508ba683674221b8

SHA-256:

85a463a28b216af472ae279d6eb812f90fc152a8652761d534ea07fabb6358fd

SHA-256:

80410c13d41957b7424d08589ee3c883e55c82f2a4118f4ef6d5d3aa59f95956
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A Malvertising Campaign found distributing GandCrab
Ransomware using Fallout Exploit Kit

Severity: High

Date: Sept 7, 2018

IMPACT

This poses a serious risk of
unauthorized access, data
breach, financial loss and
network infiltration.

REMEDIATION

Ensure Microsoft Windows
Workstations and Servers are
up-to-date with latest security
patches.

Ensure Antivirus Signature
Database is up-to-date and
Antivirus scan is run on a daily
or weekly basis.

Ensure Adobe Flash Player is
updated to latest version.
Ensure Web Browsers
(Chrome, Firefox, Opera) are
updated to latest version
Ensure VBScript execution in
Internet Explorer is Disable.
Ensure Macros are Disabled in
Microsoft Office Product.
Block IP/Domain/Hashes
mentioned under Indicators of
Compromise section below, on
security devices.

INTRODUCTION

A new malvertising campaign found delivering GandCrab Ransomware with
additional malware using Fallout Exploit Kit. Fallout Exploit Kit attempts to
exploit vulnerabilities in Microsoft Windows VBScript engine
(CVE-2018-8174) and Adobe Flash Player (CVE-2018-4878), in an effort to
deliver GandCrab Ransomware with additional malware such as
SmokelLoader, CoalaBot and other Trojans.

THREAT CAPABILITIES

Fallout Exploit Kit will attempt to install GandCrab Ransomware on
Windows computers and for MacOS users, it will redirect them to web
pages promoting fake antivirus software or fake Adobe Flash Players.
Additional Trojan downloaded by Fallout Exploit Kit will check for the
following processes,

- vmwareuser.exe

- vmwareservice.exe

- vboxservice.exe

- vboxtray.exe

- Sandboxiedcomlaunch.exe

- procmon.exe

- regmon.exe

- filemon.exe

- wireshark.exe

- netmon.exe

- vmtoolsd.exe

And if found, will cause the Trojan to enter an infinite loop and not

perform any further malicious activities. Otherwise, it will download and
execute a DLL that installs the GandCrab ransomware.

READ

+ Fallout Exploit Kit Used in Malvertising Campaign to Deliver <© FireEye
GandCrab Ransomware

INDICATORS OF COMPROMISE

10C Details


https://www.fireeye.com/blog/threat-research/2018/09/fallout-exploit-kit-used-in-malvertising-campaign-to-deliver-gandcrab-ransomware.html
https://www.fireeye.com/blog/threat-research/2018/09/fallout-exploit-kit-used-in-malvertising-campaign-to-deliver-gandcrab-ransomware.html
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A Malvertising Campaign found distributing GandCrab
Ransomware using Fallout Exploit Kit

Severity: High

Date: Sept 7, 2018

INDICATORS OF COMPROMISE

I0C Type I0C Details

Domain:

dontneedcoffee.gq

Domain:

yapikredionlineislemleri.com

Domain:

prevmed.ru

Domain:

lympo.pro

SHA-256:

0d6ddcaeed4039b20a916532a328ef2689266649013a73bc2e3c363b0e030167

SHA-256:

0b8ceb99140f39953ddf06b84bf3443385b21ca78d5b4ddbda3f8c79f5ff410d

SHA-256:

7653a226cdaa5522e96fc4e432e881a4493b144a4cd80b8aedfdd58fd88c07bS

SHA-256:

4b6db1a59ce31c78b9958342e6315a2d40eSb078747def487b5606e312cad630

SHA-256:

b33850c2fb578e0e53f3716f020928cfa50d6ec743159¢cae0254f85795d380cS

SHA-256:

5fa2288c5c3d100e2fe7188078028b34f0451394bf0a37ef76b7d4e42451c6e7

SHA-256:

06af68780ff670177daf0d6e34918976a46f9e69787a284b8757470fb02903b3

SHA-256:

SHA-256:

2f022dacd013c10da72759a20cf7392637460f583d59631ebf636328d0f977ee

SHA-256:

alfdcbb3e4761c554c53974b529db8f2e7145ec4625acead52d23693010b175¢

SHA-256:

050525b8d5bee566a9818d8b1012b73cf8eeSafe732be37e1f566933c41a19f

SHA-256:

ccdedded55757309a6e76fb53483a74d2fd53e375eff7433750e2738c0bf8d63

SHA-256:

f75c442895e7b8c005d420759dfcd4414ac037cfobdd5771e23cedd73693a075

SHA-256:

0cdf05bSb89675e5¢c59¢c34201a51f475655efc416d189a2daf52d8b2c39f680e

SHA-256:

€73626637b5837074cbcc9c87595f5e841602ce68e7e728247739272a396b396

SHA-256:

e9e71ba8417de453054ad6332fd25269886b0c0b5c516de0a431973b8a5b642a

SHA-256:

754a045ea760de035ad863baeacal00047bfal4b8b7ad01fb521321fe91ff5b6

SHA-256:

127443f8658452e92baeela50bf50b85a0d3c2832fd20d8d2d2e8bae2c73b888

SHA-256:

942c2cef7f423391a8f3b4080d93ba7f3615524e5de2364364374d6e9968e1aa

SHA-256:

e4210df197a0f35e17af0f325a3c9d9698484865309d01539354c9dea235f374

SHA-256:

927b45736acceS9e9a736¢73494d6443659107831f5ald14ae25a7b5bf08cbdde

SHA-256:

06fad4ae3c18a3be72a2f71073975e8bb79¢c56483¢c55acdf72cf1158ea652d80

SHA-256:

14af2560eec3b46e437edd94292e171892fc83f2b0d5011d85e2779317333a57

SHA-256:

b77182846d32034c661c365d636712b4207¢34b921cfd0bd956ef64f1747b4acf

SHA-256:

fdd74956e6687b520f1554aa99¢80440d0b9778771fb823ab16a8680ad8a26¢5

SHA-256:

04e6a3715bc818beal7da9608e1b66c7ccff15f96018b0acdb351d4ca727d0d4

SHA-256:

69ec63646a589127¢c573fed9498a11d3e75009751ac5e16a80e7aa684ad66240

SHA-256:

505e85801050181c18ad7c53e812cc4d29a94560c631d75d221e858193419489




NETWORK
INTELLIGENCE

Global cybersecurity provider

Security Patch Advisory

3rd September - 9th September 2018 | TRAC-ID: N1118.09.0.2

Severity Matrix

M
Medium | High m

UBUNTU

' .

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS APPLY PATCH
8~ Ubuntu Linux Ubuntu 18.04 LTS o
= ) =  Ubuntu 16.04 LTS Follow Update
8 9 USN, ol =  Ubuntu 14.04 LTS instructions
£ © Firefox
~ —
i vulnerabilities
[
»
Ubuntu Linux =  Ubuntu 16.04 LTS
USN-3760-1- =  Ubuntu 14.04 LTS Fc.)llow U?date
instructions
transfig

vulnerability

September 06,
2018

Ubuntu Linux =  Ubuntu 12.04 ESM
Foll Updat
USN-3759-2: Tow Tposte
. instructions
libtirpc

vulnerabilities

September 05,
2018

- Ubuntu Linux = Ubuntu 18.04 LTS

E =  Ubuntu 16.04 LTS Follow Update
S SR *  Ubuntu 14.04 LTS instructions
E = libtirpc

® vulnerabilities

(s.


https://usn.ubuntu.com/3761-1/
https://usn.ubuntu.com/3761-1/
https://usn.ubuntu.com/3760-1/
https://usn.ubuntu.com/3760-1/
https://usn.ubuntu.com/3759-2/
https://usn.ubuntu.com/3759-2/
https://usn.ubuntu.com/3759-1/
https://usn.ubuntu.com/3759-1/

NETWORK

INTELLIGENCE
Global cybersecurity provider

Security Patch Advisory

Severity Matrix
L M

TECHNOLOGIES
Red Hat
CloudForms

ADVISORIES

RHSA-2018:2561

L

Low | Medium | High | Critical

AFFECTED PRODUCTS
Red Hat CloudForms 4.6
x86_64

APPLY PATCH

Security Patch Update

Red Hat
Enterprise Linux

RHSA-2018:2645

Red Hat Enterprise Linux
Server - Extended Update
Support 6.7 x86_64

Red Hat Enterprise Linux
Server - Extended Update
Support 6.7 1386

Red Hat Enterprise Linux for
IBM z Systems - Extended
Update Support 6.7 s390x
Red Hat Enterprise Linux for
Power, big endian -
Extended Update Support
6.7 ppcb4d

Red Hat Enterprise Linux EUS
Compute Node 6.7 x86_64

Security Patch Update

\ » .\

Red Hat
Virtualization

RHSA-2018:2626

Red Hat Virtualization 4
x86_64

Red Hat Virtualization Host 4
x86_64

Security Patch Update

Red Hat Gluster
Storage

2018

RHSA-2018:2616

Red Hat Gluster Storage
Server for On-premise 3 for
RHEL 7 x86_64

Red Hat Gluster Storage
Web Administration (for
RHEL Server) 3 x86_64

Security Patch Update

Red Hat Gluster
Storage

2018

RHSA-2018:2615

Red Hat Gluster Storage
Server for On-premise 3 for
RHEL 7 x86_64

Red Hat Gluster Storage
Web Administration (for
RHEL Server) 3 x86 64

Security Patch Update

Red Hat Gluster
Storage

2018

September 04, | September 04, | September 04,

RHSA-2018:2613

Red Hat Gluster Storage

Server for On-premise 3 for
RHEL 7 x86_64

Security Patch Update



https://access.redhat.com/errata/RHSA-2018:2561
https://access.redhat.com/articles/11258
https://access.redhat.com/errata/RHSA-2018:2645
https://access.redhat.com/articles/11258
https://access.redhat.com/errata/RHSA-2018:2626
https://access.redhat.com/articles/11258
https://access.redhat.com/errata/RHSA-2018:2616
https://access.redhat.com/articles/11258
https://access.redhat.com/errata/RHSA-2018:2615
https://access.redhat.com/articles/11258
https://access.redhat.com/errata/RHSA-2018:2613
https://access.redhat.com/articles/11258

NETWORK N "
NTELLIGENCE Security Patch Advisory

Global cybersecurity provider

Severity Matrix

L[ ™ _F
Low | Medium | High | Critical

V' 4

8~ Red Hat Gluster =  Red Hat Gluster Storage
- Storage Server for On-premise 3 for
- RH 4 Security Patch Updat

.é § RHSA-2018:2612 EL6x86_6 ecurity Patch Update
o
o
o
»n

Red Hat Gluster = Red Hat Enterprise Linux

Storage Server 6 x86_64
= Red Hat Gluster Storage Security Patch Update

RHSA-2018:2608

\W £ ‘\“V

Server for On-premise 3 for
RHEL 6 x86_64

Red Hat Gluster = Red Hat Enterprise Linux
Storage Server 7 x86_64
= Red Hat Gluster Storage Security Patch Update

RHSA-2018:2607

Server for On-premise 3 for
RHEL 7 x86_64

TECHNOLOGIES ADVISORIES AFFECTED PRODUCTS APPLY PATCH

’ IBM WebSphere IBM WebSphere Application
Application Code execution Server Version 9.0
’ Server vulnerability in = |BM WebSphere Application
WebSphere Server Version 8.5 Follow Remediation
Application Server = |BM WebSphere Application
(CVE-2018-1567) Server Version 8.0

.

= |BM WebSphere Application
Server Version 7.0

IBM WebSphere = |BM WebSphere Application
Potential spoofing

Application Server Version 8.5.5
Server attack in = |BM WebSphere Application
WebSphere Server Version 8.0 Follow Remediation
Application Server = |BM WebSphere Application

(CVE-2018-1695)

Server Version 7.0



https://access.redhat.com/errata/RHSA-2018:2612
https://access.redhat.com/errata/RHSA-2018:2608
https://access.redhat.com/errata/RHSA-2018:2607
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://access.redhat.com/articles/11258
https://www-01.ibm.com/support/docview.wss?uid=swg22016254
https://www-01.ibm.com/support/docview.wss?uid=ibm10716523
https://www-01.ibm.com/support/docview.wss?uid=swg22016254
https://www-01.ibm.com/support/docview.wss?uid=ibm10716523

TECHNOLOGIES

VMware
AirWatch Agent
and Content
Locker

September 05,
2018

MOZILLA

TECHNOLOGIES
Firefox ESR

NETWORK

INTELLIGENCE
Global cybersecurity provider

ADVISORIES

VMSA-2018-0023

ADVISORIES

Security
vulnerabilities

fixed in Firefox ESR
60.2

Security Patch Advisory

Severity Matrix

Medium ‘ High ‘ Critical

AFFECTED PRODUCTS
AirWatch Agent for iOS
(A/W Agent)

VMware Content Locker
for iOS (A/W Locker)

-

AFFECTED PRODUCTS
Firefox ESR version prior to
version 60.0, are affected.

i

APPLY PATCH

Kindly Follow Solution

I'l

oIS

APPLY PATCH

Upgrade to fixed
version

Firefox

Security
vulnerabilities

fixed in Firefox 62

Firefox version prior to
version 60.0, are affected.

Eggrade to fixed

version



https://www.vmware.com/security/advisories/VMSA-2018-0023.html
https://www.vmware.com/security/advisories/VMSA-2018-0023.html
https://www.mozilla.org/en-US/security/advisories/mfsa2018-21/
https://www.mozilla.org/en-US/security/advisories/mfsa2018-20/
https://www.mozilla.org/en-US/firefox/organizations/all/
https://www.mozilla.org/en-US/firefox/all/

ORACLE

TECHNOLOGIES

Oracle Linux

NETWORK

INTELLIGENCE
Global cybersecurity provider

ADVISORIES

ELSA-2018-4210 -
Unbreakable
Enterprise kernel
security update

Security Patch Advisory

Severity Matrix

M F
Medium | High | Critical

AFFECTED PRODUCTS
Oracle Linux 7
Oracle Linux 6

&

APPLY PATCH

Kindly update Oracle
Linux

Oracle Linux

ELSA-2018-4208 -
Unbreakable
Enterprise kernel
security update

TECHNOLOGIES
FS BIG-IP Access
Policy Manager
(APM) & Local
Traffic Manager
(LTM)

2
‘l

ADVISORIES

K73008537:
Apache Tomcat
vulnerability CVE-
2018-1336

Oracle Linux 7
Oracle Linux 6

Kindly update Oracle
Linux

AFFECTED PRODUCTS

BIG-IP APM & LTM 14.0.0
BIG-IP APM & LTM 13.0.0 -
Lkl

APPLY PATCH

Upgrade to fixed
version



https://linux.oracle.com/errata/ELSA-2018-4210.html
https://linux.oracle.com/errata/ELSA-2018-4208.html
https://linux.oracle.com/errata/ELSA-2018-4210.html
https://linux.oracle.com/errata/ELSA-2018-4208.html
https://support.f5.com/csp/article/K73008537
https://support.f5.com/csp/article/K73008537

MagentoCore (Magecart) - An Online Payment Card Skimmer

INDICATORS OF COMPROMISE

10C Details
IP: 80.87.205.143
IP: 46.151.52.238
IP: 45.32.153.108
IP: 80.87.205.145
IP: 185.25.51.176
IP: 108.61.211.216
IP: 167.114.35.70
IP: 217.12.203.110
IP: 217.12.202.82
IP: 104.238.177.224
IP: 108.61.188.71
IP: 80.87.205.236
Email: lyudanikolaenkova@gmail.com
Email: abuse@dataflow.su
Email: braun.security@yandex.com
Email: 31338@mail.ru
Email: idealist@exploit.im
Email: sharajhawks@grr.la
Domain: jquery-cdn.top
Domain: docstart.su
Domain: govfree.pw
Domain: js-abuse.link
Domain: cdn-js.link
Domain: js-abuse.su
Domain: abuse-js.link
Domain: angular.club
Domain: js-stat.su
Domain: js-save.su
Domain: mageonline.net
Domain: js-save.link
Domain: jscript-cdn.com
Domain: js-syst.su
Domain: js-cdn.link
Domain: js-start.su
Domain: mage-cdn.link
Domain: magento-cdn.top
Domain: mod-sj.link
Domain: mod-js.su
Domain: js-mod.su
Domain: js-top.link




Domain: js-top.su
Domain: mage-js.link
Domain: mage-js.su
Domain: lolfree.pw
Domain: js-link.su
Domain: sj-mod.link
Domain: mipss.su
Domain: js-magic.link
Domain: js-sucuri.link
Domain: statdd.su
Domain: stecker.su
Domain: truefree.pw
Domain: syst-sj.link
Domain: stek-js.link
Domain: sj-syst.link
Domain: statsdot.eu
Domain: top-sj.link
Domain: stat-sj.link

New variant of Trickbot (a Banking Trojan) found using a stealthy
code injection technique to evade detection

INDICATORS OF COMPROMISE

IOCType I0C Details
IP: 94.73.146.71
IP: 89.208.21.4
IP: 192.117.12.176
IP: 27.254.55.15
Domain: axukaynak.com
Domain: pizzamusic.ru
Domain: shinensharp.com
Domain: nrrgarment.com

SHA-256: aef2020534f81bbebec6c9b842b3debfd4f5b55fe5aeb3d9e79e16c0a3ff37ab
SHA-256: 1c81272ffc28b29a82d8313bd74d1c6030c2aflbadb165c44dc8eab376679d9f
SHA-256: 31A4065460CEF51C8B4495EFC9827926A789F602F5AD5C735EA1ID88CAFAC135A
SHA-256: 807e4e37072eb2886a9486e77ce991fa07f1258122d270542ce25392d1ea2df9
SHA-256: 5da441a5129f4d0cb8ab72d45b985fb9238218eee413835e1c6d94686fad9d5d
SHA-256: 4a5847a37efl5afcbfeb59880b2863e17fe8c92b9014a0392eb742f422427a64f
SHA-256: 1289d92b203214e655292d598bab826db954919575ed0ada338359¢93666df9a
SHA-256: d3d89d7330672bf0302021a55ea94de2b57a495684fd73bb05d2eb39b2ee5a5¢
SHA-256: cede750b3433fcd0fd2e90d1cc5217862a12b3680b07e9ab767a1f0683bb0786




SHA-256:

60e2blcba21fac8ef868fbf4cf7bab578ab94cec9180eb250ada8311ff09¢c98a

SHA-256: aef2020534f81bbebec6c9b842b3debfd4f5b55fe5aeb3d9e79e16c0a3ff37ab
SHA-256: a9df07137d849c8c3abf358¢105ac9d85d19d9ceca9987cf00a9f9852d7fdd5a
SHA-256: 6f9ae03683fb127¢148cf6f031fbe01a610e2b16c7€a8a7107c06490ffc2a698
SHA-256: d132b7319382e881d34alebfldcdeale7f27af0f5213d518aa628dbcb6ed68326
SHA-256: 53272b6b28ed7558c65081ee77175969337cf43541c¢53b6267b23b718ff1f5e9
SHA-256: b195ac1d7ba3cb8b7a32e0d3725c53b12db2c13e6a297c¢9301bd47a4d8ce7hbc8
SHA-256: 34¢10325f8385d06400e649b664e65f848ebd0072c3b646e42203bc0b0e9c402
SHA-256: 657d3aa160af968ce092bbch8b45f9d0401597dd42aadcfc3ed4fe94a47906c8b
SHA-256: 7a3520ae2c90f9dd42293b5f89589balb50b575111cbaebb2edbale6d0394b5¢c
SHA-256: 1ab6bd7b5b2ed1845c9847722cabdcece876cddcddf0c659a39c2be09485ecdb
SHA-256: 30f399170d7867e654789ffbccdc042d2f1a70d969e573578e3c894c72998795
SHA-256: 6500190bf8253c015700eb071416cbe33alc8f3b84aeh28b7118a6abe96005e3
SHA-256: af98817065747e64f38d3e950a417eef4e32302857247fffa92c3d9efd850fe2
SHA-256: ccac94d85db9ba8fe123a1576ffe4a0dlad11bb782ac9b28860584790ec609b3
SHA-256: c6e180c080aeldcbe565cf2a5be34868b95a60b48999e05ecaac2b50a79ca812
SHA-256: 616d5aff4f3c62a33090263e10fcdc548650caf261fdabee7ecd33aec361565b
SHA-256: 7012d3ccfal6d43aeel688c1e14375552f1691bb83430bdcfb3dcd0d83738cc5
SHA-256: 0b7684b8bcb73d9f427c4e223c1485f4fe314050172676f13750b306821258f7
SHA-256: 1d59840b48b027462f34c56e10618b1aldae6466f56chbffa00708aefde2ae96
SHA-256: 1c81272ffc28b29a82d8313bd74d1c6030c2aflbadb165c44dc8eab376679d9f
SHA-256: 461821a5091bf47c071b143e19fa9b40e29839a4dccch2babbf784e3aal47a70
SHA-256: dbc027e7be6119ca343d17b929c17a7d40af49¢c7¢96a32843d21c175ab9cab73
SHA-256: 815da612f51ce226b8ba3d2a85d50cf01519021c82f3bd14e9e985dabb9cacc3
SHA-256: d2cc298a90c6ef939488b53ead12fd3549c3c0414733f6fdafl762da31eale90
SHA-256: 34d0f663295e00b520c7801a21ec8303a850e04bd075dc3adeb5dcalabbddfee
SHA-256: a4b1f9ac92bac30a5ec3faf91b0b00ef713albfb4424bfal55dflac428baba07
SHA-256: 41c5272f89847bf20760957d4e1f4cee874c9dcff9d9d595ee0f65f33d4250a7
SHA-256: dea40fcd478681419a0dd6ad441f5135dbedcc35840eac5e66056aeal3fd4e9ad
SHA-256: daab430bb5771eaa7af0fbd3417604e8af5f4693099a6393a4dc3b440863bced
SHA-256: 334f5b63431e28c497a31706ab5eb80e144affca88bf25a21dec226b4315e287
SHA-256: €959a6d9da6474b560796246f76893677665359e7ac502d7af240d88525a4227
SHA-256: c84f1745adaaf7782e26a58afbd90d15acd35d98478306c5d095d457d47e452f
SHA-256: 5d25293c7213bb2844eee601eblab5982ef1e424a89f29583b2387b53b94412d
SHA-256: 09766b5af6cf232eef17248af1fdb9a891277eb708a2cba731493f21aadafd5a
SHA-256: 6ac7e04a8a46dddc0fc28768d2d22597d4efeb4327f6f9f9881144bf7a58969b
SHA-256: dbf66dbbcc35950e4faalc00aef3ad58e78e05b7a0a2c9b8c6d0ac6f1750ec8e
SHA-256: 116ceac0b3a78216b7e72243564cf9406688aeb139242d9¢38d9749badae8d01
SHA-256: ecb72fa43415bb17b0d5ec0d00b4b72aabfbel1d944140364534felb6eb93557f
SHA-256: a9dd3dcaf40248c78dc178731c85d32688edde7ca3ee8a8a5b1c1ab0c9805994
SHA-256: 690306929c91ac9e63af8fc38abab3e55d3dfa5e04e679c45760e1dfffaae820
SHA-256: €54c2b0a4c201963ab86d2d75hf86484e622dace776acf36efb217cdaedf723b
SHA-256: 24a01d9988c3e8aae22dcb8dbc346cb602de05d30ad9eb5bce85df8d1061c616
SHA-256: b1088f8eaf13ee07d206c7dbb85dff9784e6199e57ea4hb1626c9b60812f20ff8
SHA-256: 5100285184e9e7128c230fd41a26b04ca009863d7398ff76080a9fda38dd1517




SHA-256:

59b1b7e07e0fa965c9654718fc0d822b3370eb4938abdf9c993d304c3a95f112

SHA-256: 974452924563703f8b6c83e156bc46d87c35892dc33c2020f19ec4129cafc2e3
SHA-256: 720c1f286303887020062509221480033db5a6db8715c024508ba683674221b8
SHA-256: 85a463a28b216af472ae279d6eb812f90fc152a8652761d534ea07fabb6358fd
SHA-256: 80410c13d41957b7424d08589ee3c883e55c82f2a4118f4ef6d5d3aa59f95956

A Malvertising Campaign found distributing GandCrab Ransomware

using Fallout Exploit Kit

INDICATORS OF COMPROMISE

10C Type 10C Details

IP: 78.46.142.44

IP: 78.46.142.39

IP: 185.243.112.198

IP: 46.101.205.251

IP: 104.24.98.215

IP: 107.170.215.53

IP: 91.210.104.247
Domain: finalcountdown.gq
Domain: naosecgomosec.gq
Domain: ladcbteihg.gq
Domain: dontneedcoffee.gq
Domain: yapikredionlineislemleri.com
Domain: prevmed.ru
Domain: lympo.pro
SHA-256: 0d6ddcaeed4039b20a916532a328ef2689266649013a73bc2e3c363b0e030167
SHA-256: 0b8ceb99140f39953ddf06b84bf3443385b21ca78d5b4ddbda3f8c79f9ff410d
SHA-256: 7653a226cdaa5522e96fc4e432e881a4493b144a4cd80b8aedfdd58fd88c07b9
SHA-256: 4b6dbla59ce31¢78bh9958342e6315a2d40e9b078747def487b9606e312cad630
SHA-256: b33850¢c2fb578e0e53f9716f020928cfa90d6ec743159cae0254f85799d380c9
SHA-256: 5fa2288c5c3d100e2fe7188078028b34f0451a94bf0a37ef76b7d4e42451c6e7
SHA-256: 06af68780ff670177daf0d6e34918976a46f9e69787a284b8757470fb02903b3
SHA-256: a4934922ea9%e1e6924f24bbab4af5888d2b4df87ffb938d92304a5677549899b
SHA-256: 2f022dacd013¢10da72759a20cf7392637460f983d59631ebf636328d0f977ee
SHA-256: alfdcbb3e4761c554c53974b529db8f2e7149ec4625acead92d23693010b175c¢
SHA-256: 050929b8d5bee566a9818d8b1012b73cf8ee9afe732be37e1f5669a3c41a1fof
SHA-256: ccdedded455797309a6e76fb93483a74d2fd53e375eff7433790e2738c0bf8d63
SHA-256: f75c442895e7b8c005d420759dfcd4414ac037cfobdd5771e23cedd73693a075
SHA-256: 0cdf05b9b89675e5c¢99¢34201a51f475655efc416d189a2daf52d8b2¢c39f680e
SHA-256: €73626637b5837074cbcc9c87599f5e841602ce68e7e72824773927ea396b396
SHA-256: €9e71ba8417de493054ad6332fd25269886b0c0b5c516de0a431973b8a5b642a
SHA-256: 754a049ea760de035ad863baeacal00047bfaldb8b7ad01fb521321fe91ff5b6
SHA-256: 127443f8658452e92baeela50bf50b85a0d3c2832fd20d8d2d2e8bae2c73b888




SHA-256:

942c2cef7f4aa391a8f3b4080d93ba7f3615524e5de2364364374d6e9968e1aa

SHA-256: e4210df197a0f35e17af0f325a3c9d9698484865309d01539a54c9dea235f374
SHA-256: 927b45736acce9e9a736c73494d6443659107831f5ald14ae25a7b5bf08cbdde
SHA-256: O6fad4ae3c18a3be72a2f71073975e8bb79c96483c55acdf72cf1158ea652d80
SHA-256: 14af2560eec3b46e437edd94292e171892fc83f2b0d5011d89e2779317333a57
SHA-256: b77182846d32034c661c365d636712b4207c34b921cfdObd956ef64f1747b4cf
SHA-256: fdd74956e6687b520f1554aa99c80440d0b9778771fb823ab16a8680ad8a26c5
SHA-256: 04e6a3715bc818beal7da9608e1b66c7ccff15f96018b0acdb351d4ca727d0d4
SHA-256: 69ec63646a589127c573fed9498a11d3e75009751ac5e16a80e7aa684ad66240
SHA-256: 505e89801050181c18ad7c53e812cc4d29a94960c631d75d221e858193419489






