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An active Campaigns Distributing FELIXROOT
Backdoor

Severity: High
Date: July 30, 2018

IMPACT THREAT CAPABILITIES

Russian-Based threat actors are capable of maintaining persist foothold
on the target network or system.
The "FelixRoot" backdoor deployed by this threat actors will allow them

An active campaign of
Russian-Based threat actors,
found distributing FelixRoot

Backdoor through Word to have lateral movement, network infiltration and data exfiltration on
document embedded with the target network or system.

malicious macros and taking Additionally, it will allow them to scan for known vulnerabilities
advantage of known CVE-2017-11882 and CVE-2017-0199, during network infiltration on the
vulnerabilities (CVE-2017-11882 target network.

& CVE-2017-0199) to have

persistent foothold on the

compromised networks or READ

systems.

FELIXROOT Backdoor is back in a new fresh spam campaign

Microsoft Office Vulnerabilities Used to Distribute FELIXROOT <© FireEye

REMEDIATION Backdoor in Recent Campaign
* Ensure Microsoft Windows INDICATORS OF COMPROMISE
Workstations and Servers are

up-to-date with the latest 10C Type 10C Details
security patches.

* Ensure Antivirus Signature
Database is up-to-date and
Antivirus scan is run on daily or
weekly basis.

» Ensure patch for Microsoft
Office Memory Corruption
Vulnerability (CVE-2017-11882),
and Microsoft Office/WordPad

217.12.104.100

193.23.181.151

88.198.13.116
11227ECA89CCO53FB18SFAC3EBF27497

Remote Code Execution
Vulnerability (CVE-2017-0199)
are applied on the Windows SHA-256:
Workstations and Servers.
+ Block IP/Hashes mentioned SHA-256:
b ERBSicator of SHA-256:
Compromise section, on
: ) ’ SHA-256:
security devices. :
SHA-256:
SHA-256:



https://securityaffairs.co/wordpress/74896/malware/felixroot-backdoor-fresh-campaign.html
https://www.fireeye.com/blog/threat-research/2018/07/microsoft-office-vulnerabilities-used-to-distribute-felixroot-backdoor.html
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Drupal affected by Security Bypass Vulnerability
in Symfony, Zend Feed and Zend Diactoros libraries

Severity: Critical
Date: August 3, 2018

IMPACT VULNERABILITY

Drupal platform affected by Following Drupal versions and third-party libraries are affected by this

Security Bypass Vulnerability Security Bypass Vulnerability (CVE-2018-14773):

(CVE-2018-14773) found in

third-party libraries i.e., Drupal:

Symfony, Zend Feed and Zend Drupal Platform prior to version 8.5.5, are affected.

Diactoros. This vulnerability

would allow remote attacker to Symfony:

compromise web services. Symfony 2.7.0 to 2.7.48, 2.8.0 to 2.8.43,3.3.0 t0 3.3.17, 3.4.0 to 3.4.13,
4.0.0to 4.0.13 and 4.1.0 to 4.1.2 versions of the Symfony HttpFoundation
component are affected.
Zend:

REMEDIATION Zend-diactoros version earlier to version 1.8.4, are affected.

Zend-http version earlier to version 2.8.1, are affected.
Zend-feed version earlier to version 2.10.3, are affected.
* For Drupal Platform, Kindly

upgrade to Drupal version Important Notice

8.5.6. Drupal:

For Symfony: Drupal platform prior to version 8.5.5 are end-of-life and do not receive
» If you're using Symfony 2.7.0 security coverage.

to 2.7.48, kindly update to

) Symfony:
latest version 2.7.49. The vulnerability has been fixed in Symfony 2.7.49, 2.8.44, 3.3.18, 3.4.14,
* If you're using Symfony 2.8.0 4.0.14, and 4.1.3.
to 2.8.43, kindly update to No (vulnerability or bug) fixes are provided for Symfony 3.0, 3.1, and 3.2,

latest version 2.8.44. as they are no longer supported.
* If you're using Symfony 3.3.0

.3.17, kindl
T;)tis?g Veésiond3y3u ?gate to The vulnerability has been fixed in Zend-diactoros version 1.8.4.
S The vulnerability has been fixed in Zend-http version 2.8.1.

* Ifyou're using Symfony 3.4.0 The vulnerability has been fixed in Zend-feed version 2.10.3.
to 3.4.13, kindly update to

latest version 3.4.14.

* If you're using Symfony 4.0.0
to 4.0.13, kindly update to Drupal Core - 3rd-party libraries -SA-CORE-2018-005
latest version 4.0.14.

« If you're using Symfony 4.1.0
to 4.1.2, kindly update to latest
version 4.1.3.

For Zend:

+ Kindly update previous version
of Zend-diactoros to version
1.8.4.

+ Kindly update previous version
of Zend-http to version 2.8.1.

» Kindly update previous version
of Zend-feed to version 2.10.3.

Zend:

READ



https://www.drupal.org/SA-CORE-2018-005
https://symfony.com/blog/cve-2018-14773-remove-support-for-legacy-and-risky-http-headers
https://framework.zend.com/security/advisory/ZF2018-01
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Parasite HTTP - A new Remote Access Trojan (RAT)
uses advanced techniques to evade detection
Severity: High

Date: August 6, 2018

IMPACT THREAT CAPABILITIES

A new Remote Access Trojan « The RAT Parasite HTTP uses sandbox detection, anti-debugging,

(RAT) called Parasite HTTP found anti-emulation, and other protections techniques to evade detection.
using advanced techniques to * Itis also modular in nature which allows the attacker to add new

evade detection and remain capabilities as they become available or download additional modules
persistent on the target network during post infection.

or system. It was first spotted on - It allows the attacker to have persisted foothold on the target network or
October 29, 2017, and system.

underwent continuous

development phase to add more

functionalities. It was again

spotted early this year on READ

January 26, 2018, with newly

added functionalities and was « Highly Sophisticated Parasite RAT Emerges on the Dark Web threat@
under product evaluation phase

for two weeks before it was « Parasite HTTP RAT cooks up a stew of stealthy tricks proofpoint
officially released on
underground hacking forum.
Since February 09, 2018, the RAT INDICATORS OF COMPROMISE
Parasite HTTP is being sold on
underground hacking forum

running under the shadow of 10C Type 10C Details
Dark Web, with active support | w: [w421733200
from malware author. This is a | Domain: | dboxhosttk |
serious threat to the information Coomain: | rewodeptop |
and information system, which oomain: | jelosospace |
gl aicata breqch, redg g
e S Con(tjro's a“dd'eaves '°
Dl 4t sechE
P
REMEDIATION

« Ensure Microsoft Windows
Workstations and Servers are
up-to-date with the latest
security patches.

* Ensure Antivirus Signature
Database is up-to-date and
Antivirus scan is run on daily
or weekly basis.

+ Block IP/Domain/Hashes
mentioned under Indicator of
Compromise section on
security devices.



https://threatpost.com/highly-sophisticated-parasite-rat-emerges-on-the-dark-web/134478/
https://www.proofpoint.com/us/threat-insight/post/parasite-http-rat-cooks-stew-stealthy-tricks
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New variant of AZORult malware campaign
found distributing Hermes Ransomware

Severity: Critical
Date: August 6, 2018

IMPACT

A new variant of AZORult
malware is active since July 16,
2018 and it is sold as a product
on underground hacking forums.
Ransomware as a new
functionality has been added
through update roll out on July
17, 2018 which have extended
the scope of malware operations
alongside information stealer &
downloader. This new variant of
AZORult malware now capable of
distributing Hermes ransomware
via large email campaign and
drive-by-download methods,
onto the target systems.

REMEDIATION

« Ensure Microsoft Windows
Workstations and Servers are
up-to-date with the latest
security patches.

* Ensure Antivirus Signature
Database is up-to-date and
Antivirus scan is run on daily or
weekly basis.

« Ensure Windows & Linux
Operating Systems are running
the latest version of Adobe
Flash Player.

+ Block IP/Domain/Hashes
mentioned under Indicator of
Compromise section below, on
security devices.

THREAT CAPABILITIES

AZORult malware campaigns capable of sending thousands of spam
messages to contact list of victim’s Outlook address book.

It is capable of stealing credential and cryptocurrency from the victim.

It is also capable of causing data loss and disruption of business
operations by performing Hermes ransomware attack alongside malware
operation.

READ

+ Updated AZORult info stealer/downloader used to spread ransomware
shortly after appearing on dark web ﬂ\

« New version of AZORult stealer improves loading features, spreads
alongside ransomware in new campaign proofpoint.

INDICATORS OF COMPROMISE

10C Type 10C Details

| e |o0sassaz2os
| w:  |a7ev2e4220
| e [a7osa2i612 0 0000000000000 |
| e |a472s20063
| Domain: | briancobertcom |
| Domain: [ donaldnotrumpinfo |
| Domain: | baracknoobamainfo
| Domain: [bpwestk 00|
| Domain: | prodamjfsa.ct 00000000 |
| Domain: | youlsaxssga
| Domain: | avitoussgef 000000000 |
| Domain: [ youlabfm2gg 000000000 |
| Domain: | wsquxe! |
| SHA-256: | ccf1fad83023c51a75ba008chd25167c2ale55{6a8617fe004b63deddacc0ded
| SHA-256: | 6071511eeal5d5b1d9d8bro803ad71b3fe65c455h77d683a3aaf 887 a54cba47 |
| SHA-256: | 3809394dceddbe1419e964cd08357eSfedda0bbefcBhed66f33614bacs794243 |
| SHA-256: | cafed58a53676a65464a92d1f36d6ed3d32ed5fbdc79a09238bb3bdafcaf53el
| SHA-256: | 1dee540047bcc94984874c73a4dc6f8d58190bbd7141afaee84087964c4783b2 |
| SHA-256: | 69756c25ae0a52978cfe0f3820064944be414a09db8d6(0fc43ch3b8020a861 |
| SHA-256: | 1fab22358756c3a436c23b7269chedadfodffas6675(5bas4d02bag650f60e
| SHA-256: | 8dcde14308b6a7edff44fa2ac02a2e672104db6d35f37aco3452944323468e5e |
| SHA-256: | 8340e053806ea1e4a87c04ceadd10f04859554e921f33ada05eeddabbagbeb |
| SHA-256: | 600dbf6887dc29d6427ch52c807718190938457a80afe551f811a9edd7d7f1fe |



https://www.scmagazine.com/updated-azorult-info-stealerdownloader-used-to-spread-ransomware-shortly-after-appearing-on-dark-web/article/784752/
https://www.scmagazine.com/updated-azorult-info-stealerdownloader-used-to-spread-ransomware-shortly-after-appearing-on-dark-web/article/784752/
https://www.proofpoint.com/us/threat-insight/post/new-version-azorult-stealer-improves-loading-features-spreads-alongside
https://www.proofpoint.com/us/threat-insight/post/new-version-azorult-stealer-improves-loading-features-spreads-alongside
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A mass phishing campaign distributing
Shrug2 Ransomware

Severity: Critical
Date: August 10, 2018

IMPACT THREAT CAPABILITIES

Shrug2 Ransomware encrypts data on the target system using randomly
generated AES256 encryption key and permanently deletes shadow copy

New Shrug2 Ransomware found

targeting Banks and financial
institutions on a global scale.
This Ransomware is built on
.NET framework and has
additional capabilities similar to
Banking Trojan. This
ransomware is distributed via
phishing campaign and demands
a ransom of $70 USD in the form
of Bitcoin for decrypting files.
This poses a serious risk of data
loss, data breach, financial losses
and can cause disruption in
business operations.

REMEDIATION

Ensure Microsoft Windows
Workstations and Servers are
up-to-date with the latest
security patches.

Ensure Antivirus Signature
Database is up-to-date and
Antivirus scan is run on daily or
weekly basis.

Block
IP/Subnet/Domain/Hashes
mentioned under Indicators of
Compromise section below, on
security devices.

An active subscription to
Anti-Phishing service and
Security Awareness training is
highly recommended to
identify and eliminate the
weak chain in Organization’s
Cyber Defence.

of data to prevent data recovery.

It uses DotNetToJScript technique to load and execute Banking Trojan
straight from memory without installing malicious code on hard drive.
Banking Trojan functionality is persistent and can allow an attacker to
have persistent footholds on the system.

It can cause data loss, data breach, financial losses and disruption in
business operations.

READ
+ Again! A New .NET Ransomware Shru2 [ Quick Heal

Security Simplified

« A New .NET Ransomware Shrug2 Encrypts Files Around 76 Different

Extensions Q,

GBHackers on Security

INDICATORS OF COMPROMISE

10C Type 10C Details

| w: Jussaaasae 0]
| w: Jisss2020 0000000000000
| Domain: | 00Owebhostappeom |
| Domain: | tempacciivi.ooowebhostapp.com ]
| Domain: | aggreysmith19.000webhostapp.com |

aggreysmith15.000webhostapp.com

| Domain: | moodycharles3s.000webhostapp.com |
| Domain: | mdennis2-5.000webhostappcom |
| Domain: | china-yolk.00Owebhostappcom |
| Domain: | exonpmine.OOOwebhostapp.com |
| Domain: | docpdf2224.000webhostappcom |
| Domain: | mewinterbottom.000webhostapp.com |
customerservicemainhomealertonlinenotfactionsupport1134.000webhostapp.com
| Domain: | purchaseorrder.000webhostapp.com |
| Domain: | chennailinkss.000webhostappcom |
| Domain: | wordpresspracticect
| Domain: | unthought-tries.000webhostappcom |
| webmail.0OOwebhostappcom |

webm?2ail.000webhostapp.com

m app-1532401022.000webhostapp.com

eby-kleinanzeigen-de-s-anzeige-0105142686556.000webhostapp.com

| Domain: |
| Domain: | outlokssnsnanajjddd.000webhostappcom |
|_Domain: |
| Domain: |

laounade.000webhostapp.com

pagessfbmnc.000webhostapp.com

SHA-256: | c89833833885bafdcfalc6ee84d7dbcf2389b85d7282a6d5747da22138bd5¢59
SHA-256: | 1b3d1e2d512f50360f2abdaced75412eb513d150400f4a5e011302878e6add88
SHA-256: | 953cc2f61b2c680bced22ba8daefb04ab7500240e30c06a7b59df8a0e3bo6f64



https://blogs.quickheal.com/new-net-ransomware-shrug2/
https://gbhackers.com/shrug2-ransomware-encrypts-files/
https://gbhackers.com/shrug2-ransomware-encrypts-files/



