ISO 27001 Compliance

AuditPro Enterprise® is a comprehensive enterprseurity assessment
solution featuring critical asset identification, policy compliance, risk
analysis, real time vulnerability views, enhanced reporting capability,
graphical progress analysis and more. Supporting multiple operating
systems and databaseguditPro Enterprise® brings you the staté-the-art
in information systems security evaluation and risk management
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1. Introduction

Introduction to AuditPro Enterprise ®

AuditPro Enterprise® is a proprietary security assessment solution brought to you by Network Intelligence

() Pvt. Ltd.  AuditPro Enterprise® is the significant value -addition that we provide so that clients can
continue to improve their security after the initial audit is over. The objective of AuditPro Enterprise ®is to
audit your entire network, identify your critical assets, classify them, and then carry out regular policy -
based audits of these assets.

Features Highlight

AuditPro Enterprise®  offers the following distinct advantages:

Lower false positives
When AuditPro Enter prise® alerts you to a security issue there is an extremely high probability that the

issue does indeed exist. For instance, to check for missing patches AuditPro Enterprise® checks your
Windows registry and file versions. VA tools would largely depend on the banner displayed by a network
service running on the remote system. Thus AuditPro Enterprise ® would be able to determine if patches

to software, which do not open listening ports, have been applied or not. Some of these are Internet
Explorer, Microsoft  Office, Windows kernel, etc.

Policy-based audits

The Policy Manager in  AuditPro Enterprise®  allows you to set the organization - wide parameters that you
want to use for the audits. Here you can not only select specific checks to be carried out, but within each
check you can customize the parameters as well. For instance, the Password Policy check allows you to

specify each password parameter, including length, minimum period, maximum period, etc.

Strong emphasis on databases
No matter which database you use, it is very likely that this server is the most critical asset in your

infrastructure. A compromise of your database could have catastrophic consequences. AuditPro
Enterprise ® has numerous probes written specifically for Or acle, MS SQL and Sybase databases.
Combined with the operating system probes, you get an all - stack security assessment of your critical
systems.
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2. ISO27001 Background

I SO 27001 is an international standard for implementing
within your organization. Using the widely accepted PDCA (Plan -Do-Check-Act) cycle it ensures a
continuous improvement process to manage your information risk. The ISO 27001 Standard has certain

mandatory clauses and 133 controls divided into 11 domains. These clauses and controls guide an
organization to implement an information security management system.

The Ten Step Method
The British Standards Inst  itute that has brought out the standard has suggested a ten - step method for
implementing and maintaining your information security

1.

10.

Define Scope of the certification: depending on your business drivers and strategic imperatives

for information security, you may choose specific processes, locations or departments for the
certification

Enumerate key information assets: for the critical processes within the scope, you must determine

the information assets (technology, people, proc esses, documents, etc.) that these processes
depend upon.

Classify the assets: for the assets identified in the previous step yo u must classify them based on
the extent to which your business would be impacted if the security (confidentiality, integrity or
availability) of these assets was compromised

Carry out a risk assessment: for these assets, identify threats, threat probabilities, existing
vulnerabilities and arrive at a risk level.

Define top -level Security Policy: draft out your organizational s ecurity policy specifying how the
information security initiatives will be in line with your organizational goals and vision.

Identify controls to mitigate risks: from the list of 127 controls select those which apply to you,

as well as any others that may not be in that list.

Document the policies and procedures: draft policies and operational procedures to ensure
implementation, monitoring, compliance and improve ment of the controls

Implement the controls: implement the controls identified eatlier, by assigning responsibilities,
determining resources required for imple mentation and timeframes.

Complete the documentation: complete and revise the set of documents, including your business
continuity plan

Internal Audit: schedule and conduct and inte rnal audit of the ISMS in preparation for your
certification audit.

Other important requirements from the standard are:

Periodic review and continuous monitoring: once an ISMS is imp lemented, controls can
become ineffective or disappear completely. Con tinuous monitoring of key parameters and periodic
reviews ensure that the systemis being continuously improved.

Trending analyses to show compliance trends: the standard states that techniques must be
used to monitor increasing/decreasing levels of comp liance and a trending analysis must be done.
Periodic internal audits: controls should be monitored and reviewed by carrying out periodic
internal audits

Periodic risk assessment and mitigation: the list of critical assets must be revised, their
critica lity evaluated, and a risk assessment carried out on a periodic basis. Controls identified from

the risk assessment must be drafted into a risk treatment plan
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The following sections explain the features built into AuditPro that directly help you with your ISO 27001
compliance.

The Profile Manager

AuditPro has a Profile Manager that helps you:
e Divide your business into business units
e Enumerate information assets
e Categorize t hem into various business units
e Apply a classification to these assets

B Profile Management Wizard @

The options b v allow you to add a single host or a range of hosts. For both these options
you would have to later fill in respective operating system: any databases that you
would like to audit on them. If you select the third option, the wizard would auto detect all

live hosts on your network and will add them to a list provided they host at least one
supported auditable target,

Starting IP address vkl

Ending IP address FEEETI:RiNAs:|

d 2dd Live hosts only

j Auto discover MS-SQL instances on host

Auto discover ORACLE instances on host

BACK NEXT CANCEL

Figure 1:Profile Manager
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The next important step is to create an organizational information asset profile. Using the Profile Manager,

you can create a new profile or edit an existing one. You can add a single system, a range of systems or

all the systems in your domain to the cur ent profile. You can also specify criteria for
selecting systems. For instance, you could select to add only Oracle databases, or MS SQL Servers, or
Enterprise 6s Pr of i

Windows systems, etc to your profile. AuditPro
type of remote system as accurately as possible.

e

Manager

Once the systems have been enumerated as per your specifications, you can add them under various

business units, while ensuring that you specify their correct value to your organization. AuditPro allows
you to specify values of High, Medium or Low for each asset, or for a group of assets.

Wi

M Profile Management Wizard @

You should now identify various assets associated with each business unit and assign each a
value depending upon how valuable the asset is to your organization.

Example
F127.0.0.1

Add | Remove| Edit Add Asset(s)

Remove Selected

LOWV

BACK

NEXT

CANCEL

Figure 2:Business Assetand asset values

At this stage, you can select the policy you want to audit the system against. The Policy Manager button

allows you to edit, create or delete policies on the fly, and then associate them with the targets you are

adding to the list of systens.

Once all yo ur targets have been added, you can choose to return to the main AuditPro screen or load this

profile into AuditPro to begin auditing.
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The Policy Manager

AuditPro has a Policy Manager that helps you:
o Define an organizational security policy
e Audit y our assets based on the policy

To do this, click on Policy in the main AuditPro screen, and launch the Policy Manager.

This screen of the Policy Manager allows you to choose your system type and then create, edit or delete
security policies. Based on your licensing options, you will see various systems that you can specify

policies for. Once you select your system type, ¢ lick on Create or Edit to define your security policies.
With each system, there are a range of checks that AuditPro will execute. For a large number of the
checks you can specify the parameters against which to audit the system. For instance, with Windo ws you

can specify various password parameters.

M Security Policy @

scription

Passwords are the first line of defense on any system after Physical Security ~
measures. However, more often than not, users and even experienced administrators
tend to choose easy-to-guess passwords, which do not fulfill the minimum

recommended parameters for passwords. Password ageing and password history
parameters ensure that users periodically change their passwords, and are prevented
from reusing old passwords. The account lockout policy determines the number of

I Policy Manager

ntivirus Definitions for Syman A
ntivirus Definitions for Mcafee

Please choo type in order to cri /delete the appropriate policy. o : : :
2L £BI0R ERTEY dministrative Shares via Regic  |failed login attempts after which an account will be locked out. It also allows the v
[ ocom Enabled Account and Password Policy

s Routar Automnatic Updates
— nnecessary Devices
[ 5.3 filename creation vulnerabi
[ Local Security Policies
[ security Options
Account and Password Policy
Workstation Information
M Modems
M Screensaver
M IE Security Settings
[ User And Group
Existing Policies [ Accounts
M Groups
open port Administrator account not renai
Guest account not disabled

sysinfo
Create [ Members of Lacal Administrator
[ Users not logged in
Edit [ Password does not expire

[ Log Analysis

Delete [JEvent Log Cleared v Load Defaults

< 2

OK Cancel

Figure 3:Policy Manager Figure 5: Editing  your policy

@ Cisco Layer 3 switch

AuditPro comes with pre - created policies based on vendor recommendations or configuration specifications
from organizations such as NIST.
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Comprehensive Reports

AuditPro Ent e r p rektengvé eporting capabilities help you:

Once the audit is complete you can see the consolidated Audit Report. This report shows you the overall

View policy violations a  nd recommendations
Assign mitigation responsibilities to various people
Compare reports and view trending graphs

level taking into account:

Num ber of vulnerabilities discovered

Severity level of each vulnerability
Asset value for which the audit was executed

This ensures that you can concentrate on high risk issues, which are usually:

High severity vulnerabilities affecting high value assets
Medium severity vulnerabilities affecting high value assets
High severity vulnerabilities affecting medium value assets

Each system specific report displays the issues that were audited. For eac h violation, you can find

detailed explanation of risks associated, and mitigation measures. The reports are CVE
click on the links given in the references section for more information. For instance, a missing patch report has

the f ollowing details:

KB972270 Yulnerability in the Embedded OpenType Font Engine [x]
Could Allow Remote Code Execution {(972270)

Description: Vulnerability in the Embedded OpenType Font Engine Could Allow Remote
Code Execution (972270)

Date Released: 1/12/2010

Workaround: For workaround on this patch please visit :
http:/ /www.microsoft.comftechnetfsecurity /Bulletin/MS10-001.mspx

Download Patch:
http:/ fwww.microsoft.comftechnet/security fBulletin/MS10-001.mspx

CVE:
CYE-2010-0018

Severity: S

Figure 6: Report Snapshot
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By implementing the suggested countermeasures you can remove the vulnerability and mitigate the risk

AuditPro comes with extended reporting capability for Trending Analyses. From the Report menu launch
the Report Comparison tool to compare two audit reports. Security is a continuous process, and this tool
ensures that your security posture continues to im
Comparison main tab, you can select the two systems you want to compare against each other, and then

click on Generate Comparison.

prove with each successive audit. In the Report

Bl Report Comparison @

Select Reports Automated Analysis T

Severity Levels

[ I

Weighted Scores View and Print ]

Réport Comparison

“Check : Network Interface Card

Description:
This probe simply enumerates the networ

CYE Reference No.: CVE-NO-MATCH
Severity Description DHCPEnable(
P ASYNC ~u\ ~m

4 »

2:127.0.0.1 audited on [

Description:
This probe simply enumerates the netwol
CYE Reference No.: CVE-NO-MATCH

Severity Description DHCPEnable(
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Figure 7:Comparing two reports

Decreasing compliance is shown in red highlighting whereas increasing compliance in green. You can do
a reverse comparison as well, by selecting the radio buttons in the bottom left of the screen. From here,

you can then view various graphical representa
compliance.

tions showing bar graphs of increasing or decreasing
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One of the more important graphs is related to probe - by- probe severity levels for the two systems being
compared. Here you can determine which spec ndedtofocasom:a of

Il Report Comparison @

[ Select Reports T Automated Analysis T Severity Levels! T Weighted Scores T View and Print ]
|

| —
-~ Graphl
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@ Compliant O Low OMedium B High

I —

567 8 91011121314151617 18192021 222324 2526 27 28 2¢ 37383940414243444546

@ Compliant O Low O Medium B High

Figure 8: Graphical trending analyses

4. Technology Supported
| Target Audit Platform  [Version |

Microsoft Windows XP Professional, 2003EE, 2003SE, 2000 Server,
2000 Professional

Linux RHEL, Fedora

Microsoft SQL Server Microsoft SQL Serv er Versions 2000, 2005, and
2008 Express Edition. MSDE 2000 SP4.

Oracle Oracle 11g, Oracle 10g, Oracle9i, and Oracle8i.

IBM DB2 IBM DB2 Version 8.1 & above.

IBM AIX

Sun Solaris

Cisco routers,layer3 switches

For support or more information write to us on info@ niiconsulting.com or visit
www. niiconsulting.com/products.html
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