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AuditPro EnterpriseÊ 
Five Steps to Comprehensive Audit 
 

 
 

 AuditPro Enterprise® is a comprehensive enterprise security assessment 

solution featuring critical asset identification, policy compliance, risk 

analysis, real time vulnerability views, enhanced reporting capability, 

graphical progress analysis and more. Supporting multiple operating 

systems and databases, AuditPro Enterprise® brings you the state-of-the-art 

in information systems security evaluation and risk management 
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1. Introduction  

 

Introduction  to AuditPro Enterprise ® 

AuditPro Enterprise® is a proprietary security assessment solution brought to you by Network Intelligence 

(I) Pvt. Ltd. AuditPro Enterprise®  is the significant value -addition that we provide so that clients can 

continue to improve their security after the initial audit is over. The objective of AuditPro Enterprise ® is  to 

audit  your entire network, identify your critical assets, classify them, and then carry out regular policy -

based audits of these assets.  

 

Features Highlight  

AuditPro Enterprise® offers the following distinct advantages:  

Lower false positives  

When AuditPro Enterprise® alerts you to a security issue there is an extremely high probability that the 

issue does indeed exist. For instance, to check for missing patches AuditPro Enterprise® checks your 

Windows registry and file versions. VA tools would largely depend on the ban ner displayed by a network 

service running on the remote system. Thus AuditPro Enterprise ® would  be able to determine if patches 

to software, which do not open listening ports, have been applied or not. Some of these are Internet 

Explorer, Microsoft Office , Windows kernel, etc.  

 

Policy - based audits  

The Policy Manager in AuditPro Enterprise® allows you to set the organization -wide parameters that you 

want to use for the audits. Here you can not only select specific checks to be carried out, but within each 

check you can customize the parameters as well. For instance, the Password Policy check allows you to 

specify each password parameter, including length, minimum period, maximum period, etc.  

 

Strong emphasis on databases  

No matter which database you use, it  is very likely that this server is the most critical asset in your 

infrastructure. A compromise of your database could have catastrophic consequences. AuditPro 

Enterprise ® has  numerous probes written specifically for Oracle, MS SQL and Sybase databases. 

Combined with the operating system probes, you get an all - stack security assessment of your critical 

systems.  
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2. Technology Supported  

Target Audit Platform  Version  

Microsoft Windows  XP Professional, 2003EE, 2003SE, 2000 Server, 

2000 Professional , Windows 7  

Linux  RHEL, Fedora  

Microsoft SQL Server  Microsoft SQL Server Versions 2000, 2005, and 

200 8 Express Edition. MSDE 2000 SP4.  

Oracle  Oracle 11g, Oracle 10g, Oracle9i, and Oracle8i.  

IBM DB2  IBM DB2 Version 8.1  & above.  

IBM AIX   

Sun Solaris   

Cisco routers,layer3 switches   
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3. Five Steps to Comprehensive Audit  

 

Step 1 - Create Organizational Profile  

 

From the ñProfileò menu choose ñNew Profileò. This will pop the Profile Management Wizard. 

 

 
Figure 1  : Profile Management Wizard  

 

In the profile management wizard give a logical name to the profile. E.g. If you plan to assess all the IPôs 

from the accounts department a logical name could be ñAccounts Departmentò. 

 

Note : U se only alphabets and  numbers as a part of the Profile Name  
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In the Next step of the Profile Management Wizard provide the IP addresses that are going to be a part of 

the profile. There are number of ways that you can provide the IP address  

 

1) Single IP  

 

 
Figure 2 : Choose single IP that will be a part of the profile  

This option could be useful when you specifically want the assessment to list out vulnerabilities from a 

single host. In this case the Host name will also suffice.  
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2) Adding a  range of host.  

 

 
Figure 3 : Adding a range of host to the profile  

This is the most widely used option when creating a profile. Here you can provide the start and  end of the 

IP range for assessment. If you are not sure of IPôs in use from the range or what IPôs are live at the time 

of profile creation,  check  the ñAdd live hosts onlyò as shown in the screen above. This will ensure that only 

the IPôs that are up and  running at the time of profile creation will be added to the profile . You can also 

check the ñAuto discoverò instances of the SQL or Oracle database if any running from the range of IP 

address selected. The application will auto pick the IP address that has the database instance running at 

that time.   



Copyright Network Intelligence India Pvt. Ltd. All Rights Reserved.  
AuditPro Enterprise® is a registered trademark of Network Intelligen ce India Pvt. Ltd. All other company, brand and product 

trademarks, service marks are property of their respective owners.  

 

3) All host on a dom ain  

 

 
Figure 4 : Domain name to assess  

This option is useful when you want to assess a complete domain. If you have no details about the IP pool 

allocated to the domain simply providing the domain name will do the job. It is preferred to check the 

ñAdd Live host onlyò option as this will reduce the time to detect the state of assets (IP address live or 

not) during the assessment.  

 

4) Load assets from file  
 

This option is useful when you donôt have a sequential  range of IP address to assess. You can list down all 

the assorted IP addresses in a text file. The delimiter in use is a new line. E.g.  

 
Figure 5 : Sample Assets  List  



Copyright Network Intelligence India Pvt. Ltd. All Rights Reserved.  
AuditPro Enterprise® is a registered trademark of Network Intelligen ce India Pvt. Ltd. All other company, brand and product 

trademarks, service marks are property of their respective owners.  

 

 
Figure 6 : Loading assets from a file  

 

One you have provided the single/list of assets (I Pôs) for assessment you can now proceed to the next 

screen. The next screen lets you classify the IPôs in to business units (BUôs). In th is screen you can select 

a set of IP address  (multi select)  and  group them as laptops, servers, workstations etc. This is again very 

gener ic and  can be implemented as per the idea used  while  creating the profile . Like in Figure 16  the IPôs 

are classified as per departments.  

 

When on this screen hold the Shift / ctrl key on the keyboard to select multiple IP address and  then 

choose a name fro m the Business Unit box and  then click on Add Asset(s). Adding a single IP under the 

Example BUôs is as shown in Figure 15 . Before you add IP(s) under BUôs it is mandatory to assign assets  

ratings to the selected assets under that BU  
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Figure 7  : Adding Single IP under Example BU  
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Figure 8  : Adding multiple assets under different BU's  

Once all the above mentioned steps are over, you now move to Step2 in the ñFive Steps to 

Comprehensive auditò 
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Step 2 - Assign Policy and User Credentials to Assets 

 

This is a very important step of all the five steps. In this step you will decide against what policy you are 

going to assess your assets and  also provide the necessary credentials. What type of credentials you 

provide is also important. You need to provide with administrator or domain admin credentials in case of 

Windows, root or equivalent account for Linux. In case  of database refer to Chapt er 5 

 

Before you go  further from here make sure you have already define d the policy using the Policy Manager 

that you are going to use to assess the assets mention in list. You can assign the credentials and  polices 

to assets in two ways  

 

1)  Choosing single a sset (IP) at a time.  

 

 
Figure 9  : Assign credentials and  policy to 127.0.0.1 ( local host )  
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2)  Assigning credentials and  policies to multiple assets  

 

 
Figure 10 : Assign credentials and  policy to multiple IP's  

 

You can select the IP(s) and  then choose the target type from Operating system drop down box. 

Depending on the selection the respective frames appear to the right. You can supply the credentials and  

choose the policy in this frame. And then click on ñAdd/Replaceò button to add them to the grid. You can 

also select from database that you want to asses s in case  there is any database instance running on any 

of the IPôs. It is not obligatory  to audit the Operating system if want to audit only the database. The 

method of auditing only database is also the same as for operating system. The interface to adding 

multiple IPôs resembles is shown in Figure 19 . If you are logged in as domain Admin or are logged in 

as administrator you can check the ñUse currently logged in userôs credentialò option. 


