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Control weaknesses T avenues of fraud

A A NAS (Storage Solution) implemented for document
management by Finance dept. i all data on shared
folders

A Employee knows the password of his boss (joe account)
I makes and approves expenses himself

A Source code of business critical application transported

ontapedrives T ist ol eno by courier com
A Administrator is fired, but maintains backdoor access to

the entirenetwork T passwords, WLAN acces

server

A A set of users having rights to create and post invoices,
as well as issue payments in SAP

A Finance manager stores backup of his Outlook mailbox
on a shared folder of his laptop i keyword search
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Cyber crime in the news

A Fired employee installs Trojan on 4000 servers of Fannie
Mae

A 100 million credit card numbers stolen from Heartland
Payment Systems

A E-tickets bought on Kingfisher with stolen credit cards

A Credit card pending amount fraud by depositing cash
iInto ATMs

A Website defacement of MEA and other government
websites

A Debit card fraud on Citibank ATMs in the US

A Backup tapes of Mastercard data stolen

A Mphasis BPO employees steal identities of US customers

A Phishing attacks against ICICI Bank, Bank of India
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Financial Fraud

Evidence undeleted!
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Background

A As part of Sarbanes -Oxley compliance, the India
operations of a US company have implemented the
Whistleblower policy

A A whistleblower indicates high level of financial
fraud in real estate and procurement deals

A The internal audit from the US head office call us in
for the computer -based investigations

A We scope out the assignment and load our tools
and the forensics kit and arrive onsite
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Deleted files 1 not quite!

A Common assumption T once files are deleted, and
recycle bin is cleared, the files are gone
A Actually, only the name/entry of the file is deleted i the

data is still there

A Until it gets over -written by more files or data, or it is
wiped out using specific utilities

A File recovery software T Recovery My Files, Undelete,
Ontrack Easy Recovery Professional, etc.
A But first image the drive i Encase

A Over the network for laptops
A Hard drives using hash verifications

A Chain of custody
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Deleted emails T not quite!

A Emails are usually of two types:
A Client -based emails: Outlook, Outlook Express, etc.
A Web-based emails: Yahoo, Hotmail, etc.

A In both cases, deleted emails can be retrieved

A Outlook emails are stored in .PST files. Tools to use:
A Outlook Advanced Find option
A Advanced Outlook Password Recovery Pro
A Google Desktop Toolbar
A Archived copies reveal highly critical information I
comparison of ASent | temso f ol

mailbox and the previous archived versions indicate
something more serious than expected
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Web -based emaills

A Yahoo emails are stored in the Internet
Explorer cache.

A Can be retrieved even when the cache is
cleared! Stored as:
A ShowLetter
A ShowFolder
A Compose

A Entire browser activity can be traced I Web
Historian and Pasco tools
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Yahoo Mail Fragments

I ,h,".’LE',— Search YAHOO" R

[Sign Out, My Account] Mail Home - Mail Tutorials - Help

Ifail | Addresses E]| Calendar El| Notepad [ =] What's New - &2 SMS Mail Alerts - Upgrades - Options
Check hail | Compose |
|@ Prewious | Next | Back to Messages Printable View - Full Headers
Delete I Reply | Forward I Spam | Move... I

Folders[Add - Edit]
This message 1s not flagged. [ Flag Message - IMark as Unread ]

¢ Inbox

¢ Draft From: (3 View Contact Detals  ©
¢ Sent To: G e

¢ Bulk[Empty] Subject: Re: pic

¢ Trash[Empty] Date: Fri, 30 Sep 2005 09:21:37 -0700

hello dear these are all the pic i have right now going to hawve more
made

G\'

. R MRCTATE A
What's your message me
when SRy

Credit Score?

5 >From
= >To: 4 gA :
>Subject: Re: pic
Save up to 75% >Date: Fri, 30 Sep 2005 07:20:21 -0700 (PDT)
>
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Browser activity traced
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